International Journal of System Design and Computing (1JSDC)

Volume 02, Issue 02, July - December (2024)

@ITS

PRESS

IJSDC

RESEARCH ARTICLE

HYBRID NEURAL SYSTEM FOR CYBER-
ATTACK DETECTION IN LARGE-SCALE
SMART GRIDS

R.A. Mabel Rose ! "and V. Padmajothi 2

! Department of Computer Science and Business Systems, Panimalar Engineering College, An Autonomous Institution,
Affiliated to Anna University, Chennai, Bangalore Trank Road, India.

2 Department of Electronics and Communication Engineering, SRM Institute of Science and Technology (SRMIST),
Kattankulathur, Tamil Nadu 603203, India.

*Corresponding e-mail: mabel.nidhu@gmail.com

Abstract — The advancements in the distributed energy system
and digital technology in the smart grid system increase
efficiency, stability, and reliability. However, it increases the
vulnerabilities in the grid network. The falsely injected data in
the grid network leads to failures in energy production, and
consumption. Hence, an Ant Lion-based Modular Neural
network (ALbMNN) model was proposed to detect the normal
and malicious data. The presented model integrates the ant lion
fitness and MNN attribute to detect the falsely injected data in
the grid system. The dataset was initialized and pre-processed
using the divide-and-conquer principle of MNN. The optimal
ant lion fitness solution helps in selecting features optimally
from the dataset. Finally, the presented model was assessed with
a large-scale smart grid dataset, and the results are estimated.
Moreover, a comparative analysis was performed to verify the
performance of the developed scheme. Based on performance
and comparative analysis, the suggeated model performed
better than other existing methods.

Keywords — False Data Injection, Cyber-attack detection, Smart
grids, Modular Neural Network, Ant Lion Optimization.

1. INTRODUCTION

The power system consists of a grid of generators and
sensors that permits two-way communication through the
incorporation of Distributed Energy Resources [1]. This
advanced power system has numerous advantages including
increased energy reliability, efficiency, and network stability
[2]. However, it increases the possibility of cyber-attack on
the network due to a high number of associated network
devices [3]. The cyber-attack in the smart grid leads to
damage to components and causes false demand requests.
The false demand request leads to increased energy
production, and wastage [4]. In addition, it enables the power
system to provide stable energy flow, and reliable
performance [5]. Therefore, a continuous monitoring system
must be designed to detect/ identify malicious events in the
smart grid system [6]. Generally, in a large-scale smart grid
system, individual sensors are the major target of security
concessions [7]. To avoid false demand requests and cyber-
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attack in the grid system, advanced technology is developed.
Initially, cryptography-based authentication techniques are
developed to track and eliminate cyber-attacks [8]. But it
does not apply to large-scale smart grids because of its high
resource usage, and computational time [9]. The advanced
malicious event detection approaches employ state
estimation methodology to estimate cyber-attacks efficiently
[10]. However, these techniques are mathematically
expensive, and not scalable to large-scale grid networks.
Moreover, the advancement in the grid network demands a
real-time attack supervising system [11].

The conventional intrusion detection scheme cannot
access the data from large-scale grid networks [12].
Exploring this huge collected data requires machine learning
(ML) and deep learning (DL) methods to process the
complex data structure for identifying the false demand
request [13]. The cyber-attack detection mechanism
identifies the malicious event by learning the complex data
structure pattern through non-linear ML [14]. In recent times,
studies based on ML-based cyber security are increasing day
by day [15]. This scheme deploys a feature selection
mechanism to test the dataset attributes. Different machine
models like random forest algorithm, decision tree algorithm
[16], gradient boost algorithm [17], etc., are applied to handle
the complex data. This method maintains scalability and
robustness of attack detection by processing high-
dimensional data in this way [18].

However, the learning process requires high resource usage
and increases the computational burden [19]. The
performance comparison of ML and DL-based intrusion
detection mechanism shows that the DL-based techniques
reduce the computational burden and increases the accuracy
in cyber-attack detection [20]. Thus, various DL algorithms
like distributed data-driven intrusion detection schemes [21],
real-time-based false data injection (FDI) attack detection
[22], extremely randomized tree approach [23], deep
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learning-based detection methods [24], etc., are developed to
detect a malicious event in the smart grid system. However,

they face issues with implementation costs and data
processing. Hence, an optimized DL-based cyber-attack
detection approach was developed in this article.

The main contribution of the proposed research is
described as follows,

e Smart grid datasets were collected from standard
sites and imported into the system.

o Develop the optimized neural system (ALbMNN)
to detect the falsely injected data.

o Initially, the dataset is pre-processed and then the
features are selected to detect malicious events.

e The anti-Lion fitness solution in the proposed
model effectively selects the features and increases
the system'’s performance.

e Furthermore, the performance of the proposed
model is determined and evaluated in terms of
accuracy, true positive rate, and false positive rate.

The presented article is sequenced as follows, the works
related to the cyber-detection in smart grid is described in 2"
section, the problems in the existing techniques are
illustrated in 3" section, the proposed model is explained
with a flowchart and algorithm in 4" section, the results of
the developed model is detailed in 5™ section, and the
conclusion of the article is mentioned in 6" section.

2. RELATED WORKS

Following are some recent articles about cyber-attack
detection in smart grid systems:

Jiayu Shi et al. [21] suggested a distributed data-driven
intrusion detection scheme to identify the malicious
event/FDI in the smart grids. Moreover, it helps in preventing
the over-fitting issue which usually occurs in ML algorithms.
Further, the developed model is simulated and verified with
other conventional models. Although this model reduces the
overfitting issue and estimates the malicious event precisely,
it is highly expensive and requires more resources.

However, the FDI attack has become a serious threat to
the state estimation approach Injecting malicious data into
real-time data affects system performance. Thus, Debottam
Mukherjee et al. [22] presented a real-time-based FDI attack
detection model to ensure security in the grid system. The
performance of this algorithm shows that it processes real-
time data with minimum error. This provides highly accurate
intrusion detection with less error using the error covariance
matrix. However, the computational burden is high in this
model.

However, the incorporation of digital communication
techniques leads to vulnerabilities in the smart grid system.
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Hence, Seyed HosseinMajidi et al. [23] designed an approach
to detect the FDI attack optimally. Further, the results
obtained by this model are compared with traditional
algorithms like support vector machine (SVM), Decision
tree, random forest, k-nearest neighbor (KNN), etc., to verify
the system performance. However, the system size and
computational complexity are high in this model.

At the same time, the vulnerabilities are increasing
because of the increased number of devices. Yucheng Ding
et al. [24] reported a DL-based detection method to
investigate information corruption. This conditional-based
DL scheme analyzes and trains the huge input dataset to
predict malicious events accurately. The developed scheme
is validated using the IEEE standard test system. But the
designed model reduces the reliability performance of the
grid system.

The fully developed distributed and automated
electricity grid system growths the possibility of cyber-
attacks. The cyber-attacks increase the false demand request
leading to the wastage of energy in smart grids. Moreover,
the growth of cyber threats reduces grid reliability
performances by injecting false data into it. Therefore,
SudhakarSengan et al. [25] present the combination of true
data integrity in the physical layers. This feedback-based
network improves the FDI attack detection rate. Although the
developed model earned 98.19% accuracy, the data
processing consumes more time and size.

The data acquisition and supervisory control mechanism
in the grid system enables the hacker to inject bas-data. This
leads to huge energy and financial losses in the grid network.
To overcome these cyber threats, Mario R. Camana Acosta
et al. [26] suggested an effective intrusion detection model
based on kernel and randomized tree principles. This
technique reduces the component size, and system
complexity. Additionally, for verification purposes, the
outcomes are contrasted with the most advanced methods.
However, it is not resistant to other types of attacks related to
smart grids.

The power sector is rising as the major energy source
across the world. The increasing energy demand and wide
usage of network-connected devices pave the way for
security threats. The security threats in the grid system cause
corruption in power transmission, false demand requests, and
energy wastage. To prevent these challenges, Yangyang Tian
et al. [27] presented a hybrid model based on a different
machine and DL schemes. This method uses a CNN and
SVM techniques for classifying malicious attacks. This
intrusion detection algorithm effectively reduces the over-
fitting issue and identifies the damage in transmission and
production lines in smart grids. The effectiveness of this
model is validated with a comparative performance.
However, the detection accuracy is low in this model.

ChunheSong et al. [28] suggested a feature selection-based
DL model detect anomalous events. This combines the
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attributes of LSTM and extreme gradient boosting topology
to identify the dataset pattern. This model not only identifies
the anomalous events but also prevents the false data
injection attack by matching the dataset pattern. In addition,
the detection accuracy of the developed model is estimated
in two different ways. Hence, the system is more scalable and
reliable. Moreover, Bayesian optimization is utilized to
optimize the sensitive grid parameters. The integration of
optimization reduces the effect of over-fitting and increases
the system's efficiency. But this method does not apply to a
large-scale smart grid system.

Ying Zhang et al. [29] suggested a auto-encoder-based
intrusion detection scheme. In power systems, the FDI attack
reduces the stability and scalability performance. This data-
driven  DL-based detection algorithm  recognizes
unobservable FDI attacks by identifying unconformity
between abnormal and secure measurements. In addition, a
GAN framework was deployed to capture the malicious data
and neglect it. The efficiency of the developed scheme is
determined by numerically simulating it in the unbalanced
IEEE 123-bus and 13-bus systems. However, it does not
identify the attacks other than FDI.

3. SYSTEM MODEL

The smart grid technology is electricity network which
utilizes the advanced digital technologies to control and
monitor the electricity transportation from all production
sources to meet the energy demand. The false injected data
reduces the grid performances like reliability, efficiency, and
energy production. The present cyber-detection systems face
challenges in detecting the all types of cyber-attacks
accurately. Moreover, they require large resources to train
and implement it. Developing easy and accurate cyber-attack
detection mechanism is still a challenging factor in the smart
grid system. Designing of cyber-attack detection model must
incorporate an intelligent model with optimization technique
to predict the falsely injected data effectively at cheap cost.
Therefore, to overcome the challenges in the traditional
system an optimized neural-based cyber-detection model
was developed in this article.

4. PROPOSED ALBMNN FRAMEWORK FOR
ANOMALY DETECTION

A novel hybrid Ant-Lion-based Modular Neural
Network (MNN) was proposed in the particle to identify the
malicious events in the large-scale smart grid. First, a sizable
dataset on smart grids was collected from the standard
website (Kaggle) and added to the system. Then the hybrid
cyber-attack detection model was developed with the
attributes of the ant-lion optimization (ALO) algorithm, and
the MNN. Further, the initialized dataset is trained and pre-
processed to eliminate the errors data or null values using the
MNN features.
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Figure 1. ALbMNN Framework

The ant-lion fitness function is used in the classification
layer to choose features from the dataset. The features of the
extracted data are then classified as either benign or harmful.
For validation reasons, the performance of the model that is
being given is also estimated and contrasted with a few
conventional approaches. Fig. 1 shows the proposed
methodology.

4.1. ALbMNN Layers

The input layer, hidden layer and output layer are the
three layers that make up the developed ALbMNN model.
The input dataset is set up and trained in the system in the
input layer. Hidden Layer 1, hidden layer 2, and hidden layer
3 are the three partitions of the hidden layer. To remove
incorrect data and null values, the input dataset is pre-
processed and filtered in hidden layer 1.

In hidden layer 2, the dataset features are extracted using
the MNN features and in hidden layer 3, the extracted
features are classified as benign or malicious. The results of
the model are calculated and contrasted with traditional
schemes in the last layer. The layers of the suggested model
are illustrated in Fig 2.

4.1.1. Data Pre-processing

The dataset contains the attributes like energy
production rate, reaction time, grid stability factor, energy
consumption rate, etc. To start the prediction process, the
collected dataset was trained and initialized in the system.
The initialization function is represented in Eqgn. (1).

fin(Sep) = {Dty, Dt,, Dt5, Dt,,.... Dt} 1)

Here, f;, refers to the dataset initialization function, S;p
denotes the large-scale smart grid dataset, f;,, defines the data
present in the dataset, and kindicates the total number of data
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present in the dataset. pre-processing not only removes the
errors but also makes the attack-detection process easy.
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Figure 2. ALbMNN Layers

In the proposed model, the dataset was filtered using the
attributes of the MNN algorithm. The key feature of the
MNN algorithm is that it can process a huge dataset with less
complexity. The data pre-processing function is expressed in
Eqn. (2).

P (Sep) = 0 T, (Dt; — )

Where PBrrepresents the pre-processing function, o
indicates the pre-processing variable, anddDt; denotes the
error or null values.

8Dt,)

4.1.2. Feature Extraction

Feature extraction is the process of selecting the
important features from the pre-processed image. Both
significant and insignificant structures can be found in the
pre-processed dataset. But for attack detection, only
meaningful features are considered. Therefore, in this stage,
the pre-processed dataset's important features are retrieved,
and its nonsensical features are eliminated. To extract the
features, an ant-lion fitness solution is applied in the
proposed model. An ALO is an algorithm based on the
hunting nature of the ant lions. It involves five hunting steps
namely: agent's random walk, entrapments of ants in traps,
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building traps, rebuilding traps, and catching prey. The ant
lion fitness function is expressed in Eqgn. (3).

Fe'r(SGD) = Alf + =ef (3)

Where, F,.indicates the feature extraction function,
Algrepresents the ant lion fitness, nDtrefers to the normal
data, mDtdenotes the malicious data, efspecifies the
extracted features, and vdefines the feature tracking variable.
The extracted features are further compared with the trained
normal features for classification purposes.

Sgpx(Dt)
v(nDt,mDt)

4.1.3. Cyber-attack detection

After feature extraction, the next step is false data
classification. The extracted features contain both malicious
and normal data. The classification is carried out to
categorize the normal and malicious data separately. The
attack classification is represented in Eqn. (4).

if(ef = Tnf);Normal
Ag =

if (ef # T,s); FalseData Q)

Here, A refers to the attack classification function, and
T,rindicates the trained normal features. If the extracted
features match with the trained normal features, it is
classified as “Normal Data”. If the extracted feature does not
match the trained features, it is classified as "Malicious data".
Thus, the presented model detects and classifies the data as
normal or malicious. Algorithm 1 provides an example of
how the presented model operates.

Algorithm 1: Cyber-attack detection model
Step 1: Initialize the input smart grid dataset S;p

Step 2: Develop the proposed model with the AOA
and MNN features

Step 3: Pre-process the dataset to eliminate the
errors

B = a(Dt; — 8D¢t;)
Step 4: Extract the features from the dataset for
classification
Fe,r
= Aly + v(nDt, mDt)
= ef
Step 5: Classification of data as
Normal

Step 6: Evaluate the system performance
Step 7: Terminate the process

“Injected” or

The flowchart of the developed model is displayed in Fig
3. Initially, the dataset was filtered and pre-processed to
eliminate errors. Then the optimal features are extracted
using the ant lion fitness function. Then the extracted data are
classified as normal or malicious data by matching it with the
trained normal features.
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Figure 3. Flowchart of the suggested model
5. RESULTS AND DISCUSSION

A hybrid cyber-attack detection model was developed in
this article to detect and classify normal and malicious data.
The presented model was executed in the MATLAB software
version R2020a running in windows 10. Initially, the dataset
was initialized and filtered to eliminate unwanted features.
Further, the features are extracted and classified as normal or
false data.

Table 1. Parameters and specifications

Implementation Tools

Parameters Specification
Platform MATLAB
Version R2020a
(O] Windows 10
Datasets Large-scale smart grid dataset
Application Smart Grid

The integration of ant lion fitness in the hidden layer of
the MNN offers better accuracy in detecting false data or
attacks. Table 1 lists the implementation parameters and its
specification.

5.1. Performance Analysis

In order to validate the suggested model, its performance
is calculated and contrasted with a few traditional attack
detection algorithms in this section. Performance parameters
including accuracy, false positive rate and true positive rate
are determined in this instance utilizing MATLAB software.
Comparative analysis is conducted using the standard cyber-
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attack detection algorithms, such as Unsupervised ML
Systems for Cyber-Attack Detection (UMLS_CD) [31],
Extremely Randomized Trees-Based Schemes for Cyber-
Attack Detection (ERTbS_CD) [32], Whale Optimization
Algorithm-based Artificial Neural Network (WOA_ANN)
[33], and Wavelet Convolutional Neural Network for Cyber
Attack Detection (WCNN_CAD) [34].

5.1.1. Accuracy

The system accuracy defines the cyber-attack detection/
identification rate, i.e.) how precisely the system identifies
the injected data in the smart grid. The accuracy of the
presented model is formulated in Eqn. (5).

ARy

SaR = Tiararra ®)

Where, S,z indicates the system accuracyA®, A a* and
a~denotes the true-positive, true-negative, false-positive,

and false-negative, respectively.

100 4
98 4
96 -
94 -
Accuracy

92 1
90 -

88

Figure 4. Comparison of Accuracy

Here, the accuracy in the existing models is calculated
by executing it in the same platform for the same grid dataset.
The accuracy that the existing approaches like UMLS_CD,
ERThS CD, WOA_ANN, and WCNN_CAD attained
accuracy of 97.5%, 97.25%, 95.4%, and 92.6%, respectively.
Similarly, the accuracy earned by the developed model for
detecting cyber-attack in large-scale datasets is 99.87%. The
accuracy validation is illustrated in Fig 4.

5.1.2. True Positive Rate (TPR)

The entire positive prediction of the positive class
divided by the correct prediction of malicious traits is known
as the TPR. Another name for it is sensitivity. The true-
positive value is divided by the true-positive and false-
negative values to find it. The TPR of the system is
formulated in Eqn. (6).

2.+
T = -
PR ™ j+4q-

(6)
Here, Tprindicates the system TPR.

The TPR percentage must be high for an effective
intrusion detection mechanism. Hence, to manifest that the
presented cyber-attack detection model attained higher TPR
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it is compared with some existing algorithms. Here, the
existing techniques like UMLS CD, ERTbS CD,
WOA_ANN, and WCNN_CAD are implemented in the
same execution platform for detecting false data injection in
large-scale smart grid datasets. Following implementation,
the aforementioned algorithm is used to determine the TPR
from the confusion matrix.

1

ALbMNN

WCNN_CAD

WOA_ANN

ERTbS CD _
UMLS_CD —

86 88 90 92 94 96 98

ETPR

100

Figure 5. TPR validation

The TPR obtained by the existing algorithms is 98%,
95.8%, 93.18%, and 90.45%, respectively. However, from
the comparative analysis, it is observed that the TPR
achieved by the developed model is high i.e. 99.25%. The
TPR comparison is shown in Fig 5.

5.1.3. False Positive Rate (FPR)

In FPR, the number of negative events is classified as a
positive event. A false-positive value is definite as the ratio
of false-positives to true-negatives. It is expressed in Eqn.

().
Fpr

.
= Tar Y

WhereFpy indicates the false-positive rate.

The comparison of FPR is displayed in Fig 6. FPR is one
of the important parameters which determine the efficiency
of the detection model.

10

8

Figure 6. Comparison of FPR

The lower FPR represents the detection model correctly
classifies the malicious and benign data in the dataset. Hence,
the FPR of the intrusion detection model must be low. The
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proposed model's FPR is verified by contrasting it with the
existing algorithms like UMLS _CD, ERTbS CD,
WOA_ANN, and WCNN_CAD. It is noticed that the
existing techniques earned FPR of 2%, 4.2%, 6.8%, and
9.5%, respectively, whereas the proposed technique earned
very FPR of 0.75%.

5.2. Discussion

An optimized neural-based intrusion detection model
was presented in this paper to detect a malicious event in the
smart grid system. The presented model was implemented
and verified with a large-scale smart grid dataset.

Table 2. Comparative Assessment

Accuracy TPR FPR
Techniques (%) (%) (%)
UMLS_CD 97.5 98 2
ERTbS_CD 97.25 95.8 4.2
WOA_ANN 95.4 93.18 6.8
WCNN_CAD 92.6 90.45 9.5
ALbMNN 99.87 99.25 0.75

Finally, the outcomes of the established model were
estimated and compared with different traditional schemes
for validation purposes. Furthermore, the performance
improvement score was determined from the comparative
analysis. The overall comparative analysis was tabulated in
Table 2.

6. CONCLUSION

The growth of intelligent technologies in the power grid
system increases the possibility of vulnerabilities. Thus,
detecting false data in smart grid systems requires an
effective detection scheme. The presented detection model
integrates the key features of ALO and MNN. The presented
model performances are validated with a large-scale smart
grid dataset. In the initial phase, the dataset was imported and
trained into the system. Further, the dataset was pre-
processed and the effective features are extracted to classify
the normal and false data. Additionally, the parameter
enhancement score was calculated by comparing the created
scheme's results with those of existing methodologies. From
the comparative performance of different techniques, it is
observed that in the suggested model the accuracy was
enhanced by 2.37%, the FPR is minimized by 1.25%, and
TPR is increased by 1.25%. Thus, the developed detection
scheme effectively detects and classifies the malicious data
in the grid system.
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