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Abstract — Home automation systems are evolving rapidly with
advancements in machine learning (ML) and gesture-based
controls, enhancing user convenience and safety in smart
environments. Traditional automation interfaces lack intuitive
control and adaptability, making integrating ML-driven
gesture recognition and safety monitoring essential. Event-
based sensors capture dynamic, high-resolution data, allowing
asynchronous gesture interpretation and optimized device
control. ML models, including convolutional and recurrent
neural networks, improve gesture recognition, while safety
monitoring systems identify hazards like falls and dangerous
proximity for vulnerable residents. This paper comprehensively
reviews current advancements in gesture control, safety
monitoring, and energy efficiency within home automation. It
highlights the efficacy of technologies such as event-based
cameras, sensor networks, and ML algorithms while addressing
limitations in accuracy under varying environmental
conditions. A comparative analysis suggests future
improvements in adaptive, secure, and energy-efficient systems
that support personalized, user-centered automation.
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1. INTRODUCTION

Traditionally, smart home automation has enabled users
to control various home aspects, such as lighting,
temperature, security, and entertainment, enhancing
efficiency and convenience. However, traditional systems
rely on complex cable installations and often lack hands-free
control, predictive capabilities, and real-time adaptability in
dynamic environments, making them relatively inflexible.
The concept of home automation, referring to the remote
monitoring and control of household devices, has evolved
significantly with the advent of the Internet of Things (1oT)
and advanced machine learning (ML) techniques. loT-driven
home automation systems are redefining daily interactions
with household devices, aiming to enhance convenience,
energy efficiency, and security [1],[2],[3]. As smart home
technologies grow in popularity, the focus has shifted from
simple control systems to more intelligent, adaptable systems
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that can manage appliances and adapt to user behavior in real
time [4].

Early systems offered basic functionalities, such as
remotely controlling electrical devices via mobile
applications or cloud-based platforms [4], [5]. However,
many of these traditional systems are limited in terms of user-
friendliness, scalability, and adaptability. For example,
systems reliant on visual programming require extensive
technical knowledge from the user, while others using
scripted commands only address simple tasks and lack
adaptability to more complex home environments [1]. Recent
efforts in automation have introduced machine learning and
natural language processing (NLP) capabilities to overcome
these limitations, but user engagement and intuitive interface
design remain challenging [5].

Gesture and voice-activated controls have emerged as
promising solutions to improve user interaction, allowing
seamless device control without physical input [6], [7]. These
techniques are supported by advancements in event-based
cameras and real-time sensor technologies that can adapt to
users’ behavior and preferences automatically. In particular,
systems with face and gesture recognition can enable device
activation upon detecting specific individuals or gestures,
enhancing both usability and personalization [4], [6].
Additionally, frameworks that use neurocomputing and
machine learning algorithms for real-time load forecasting
and appliance recognition have shown potential to improve
energy management within homes, making automation more
efficient and sustainable [8], [9][10].

Security is another critical component of smart home
automation, especially as loT devices open new
vulnerabilities. Systems utilizing deep learning models and
convolutional neural networks (CNNs) for motion detection
and classification are increasingly employed to monitor
household activities, alerting residents to suspicious behavior
[11]. Other security-driven automation models use sensor
networks and advanced ML algorithms to monitor resident
well-being, particularly for elderly users, addressing both
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health and safety concerns unobtrusively [12], [13]. Despite
these advancements, challenges persist in achieving high
accuracy, interoperability, and robust data privacy measures
[14][15].

Finally, the need for intelligent adaptation in smart
homes has led to the development of online learning
frameworks that automatically adjust device behavior based
on user patterns. Systems incorporating unsupervised
learning algorithms can autonomously update settings as user
preferences evolve, reducing the need for frequent manual
adjustments [16]. Such innovations underline the potential
for user-centric designs that not only enhance daily living but
also optimize energy use through predictive analytics
[17][18][19].

This review explores the current state of home
automation, focusing on gesture-based control, security
monitoring, and energy management. Through a
comprehensive examination of recent advancements and
their applications, this paper aims to provide insights into the
future directions for achieving truly intelligent, adaptive, and
user-friendly smart home systems.

2. DATASET

This section delves into the most commonly used
datasets in home automation and discusses their direct
implication in a Models output accuracy.

ARAS: The ARAS dataset includes sensor data from
two homes, collected over several months, with activity
labels based on motion, contact, and appliance sensors. This
data can be used for activity recognition and anomaly
detection, benefiting applications in smart home automation
and elderly care. However, its small sample size (two houses)
limits generalizability, and a lack of diversity in activity
types could affect model accuracy. This dataset is also
vulnerable to privacy attacks, such as inference attacks,
where adversaries could infer sensitive information about
residents' routines and habits. Malicious actors could use this
data to predict residents' absence, posing a security risk.

CASAS (WSU Smart Home): Collected by Washington
State University, the CASAS dataset includes sensor data on
motion, temperature, door status, and item interactions across
several smart home testbeds, enabling health monitoring and
activity recognition. Despite its usefulness, the dataset may
be biased towards specific activity patterns typical of
university testbeds, potentially limiting its application in
diverse real-world environments. The varying collection

spans across households can also impact data consistency.
This dataset could be targeted by data poisoning attacks,
where attackers manipulate sensor data to mislead activity
recognition models, potentially affecting applications in
elder care where reliability is critical.

UK-DALE: This dataset provides detailed power
readings every six seconds from appliances in five UK
households, supporting appliance-level energy consumption
analysis. It is valuable for energy-saving predictions and
high-consumption device detection. However, its limited
sample size (five households) restricts broader applicability,
especially outside the UK, and the dataset’s large size from
frequent readings may lead to high storage and processing
demands. The granular appliance usage data could be
vulnerable to adversarial inference attacks, where attackers
might deduce individuals’ daily habits, including periods of
absence, by analyzing power usage patterns, potentially
enabling targeted burglaries.

REDD: The REDD dataset contains appliance-level
voltage and current measurements from six homes, useful for
load disaggregation and fault detection in smart homes. It
helps identify high-consumption appliances, making energy-
aware systems more efficient. However, the limited sample
size (six homes) affects generalizability, and its focus on
electrical data excludes other automation parameters like
occupancy. REDD is vulnerable to both inference attacks,
where adversaries could identify daily routines from
appliance usage patterns, and poisoning attacks, where
manipulated data could cause models to misinterpret power
usage, leading to inefficient energy management or
undetected faulty appliances.

Home Occupancy Detection: This dataset includes
thousands of readings from temperature, humidity, light, and
CO, sensors with occupancy labels, allowing predictive
HVAC control based on occupancy. It is highly effective for
optimizing energy management and controlling home
systems in real time. However, its focus on environmental
factors limits its relevance for broader automation
applications, as other behavioral indicators are not included.
Occupancy data is particularly susceptible to spoofing
attacks, where false data is injected to mislead systems about
occupancy status, which could cause unnecessary energy use
or allow unauthorized access if the system misinterprets
occupancy as absence.

The following table sums up the above discussion and
provides conclusion to insights.

Dataset Description

Size and Structure

Use Cases Insights

ARAS A smart home activity
recognition dataset was
collected from two houses,
including sensor data on

daily activities.

houses.

Contains activity
labels and sensor
data from motion,
contact, and
appliance sensors
over several
months in two

Activity recognition,
behavior prediction,
anomaly detection

Provides insights into
typical daily routines in
homes. Useful for training
models to recognize
human activities and
detect anomalies, such as
prolonged inactivity or
unusual patterns,
enhancing smart home
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automation and elderly
care applications.

CASAS A dataset from Washington | Data from motion, | Health monitoring, Enables models to detect

(WSU Smart | State University with multi- | temperature, door, | activity recognition patterns in daily activities

Home) sensor data for monitoring and item sensors and identify deviations
daily activities in smart were collected that could signify health
homes. across various issues. Beneficial for

smart home behavior pattern analysis

testbeds over in elder care and for

different periods. developing predictive
models in home
automation.

UK-DALE UK Domestic Appliance- Contains power Energy usage Valuable for
Level Electricity dataset, readings sampled prediction, appliance | understanding individual
containing power usage at every six seconds detection appliance energy usage,
the device level in UK from 5 houses, leading to  optimized
households. with data on energy consumption

specific appliances, predictions. Models can

timestamps, and help in energy-saving

labels. recommendations and
identifying energy-
intensive devices in real-
time.

REDD Reference Energy Contains voltage Energy Useful for training models
Disaggregation Dataset and current disaggregation, to predict energy usage
with household power measurements anomaly detection and detect faulty
consumption data for load from appliances in appliances. Assists in
disaggregation. six homes, with building efficient, energy-

timestamps and aware systems by

appliance-specific enabling identification

readings. and monitoring of high-
consumption appliances
within homes.

Home Dataset for predicting Includes thousands | Occupancy Effective for occupancy-

Occupancy occupancy based on indoor | of readings from prediction, HVYAC based control of home

Detection climate conditions like temperature, automation systems (e.g., HVAC).
temperature, humidity, and | humidity, light, Enables predictive control
light levels. and CO2 sensors, based on occupancy

labeled with status, leading to

occupancy enhanced energy

information. efficiency and optimized
scheduling of heating,
cooling, and lighting.

1. Performance Matrix

1. Accuracy FP: False Positives

Definition: The proportion of cases that were accurately
predicted to all instances.

FN: False Negatives

Accuracy is crucial in classifiers such as CNNs and
SVMs for emotion recognition, intruder detection, and
appliance recognition.

TP+TN

Formula: Accuracy = TPITNEFPIFN

TP: True Positives .
2. Precision

TN: True Negatives
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Definition: The proportion of true positive predictions
among all positive predictions.

TP

Formula: Precision = ——
TP+FP

3. Recall (Sensitivity)

Definition: The percentage of real positives that were
true positive forecasts.

TP
TP+FN

Formula: Recall =

4. F1 Score
Definition: The precision-recall harmonic mean, which
strikes a compromise between the tw..

PrecisionxRecall
Formula: F1 Score = 2 X ——onxReca

Precision+Recall
5. Success Rate
Definition: The proportion of successful outcomes to the
total attempts.

Number of Successful Outcomes
Total Number of Attempts

6. Mean Absolute Error (MAE)

Definition: The average absolute difference between
predicted and actual values.

X 100%

Success Rate =

Formula: MAE = % v = 7l
Where:
y; Actual value
¥,: Predicted value
n: Number of observations
7. Computational Efficiency

Definition: Evaluates how quickly a model can process
data.

There’s no specific formula, but it’s measured by the
time taken to complete tasks or the number of operations per
second.

3. LITERATURE REVIEW

Kuang et al. 2023 paper presents a novel method for
generating executable home automation scripts using natural
language descriptions in Chinese, addressing the challenges
faced by users with limited programming knowledge. The
proposed approach utilizes an intermediate language
specification that allows for system-independent script
generation, enabling users to create complex automation
scenarios involving multiple devices and actions.
Experimental validation on Home Assistant demonstrated a
high success rate of 93.66% in generating correct scripts
from user-provided descriptions, showcasing the method's
effectiveness in bridging the gap between user intent and
technical implementation.[1]

However, the paper also has notable drawbacks. The
effectiveness of this method is promising, but it depends
greatly on the quality and clarity of the natural language
input, which can differ widely between users. This variability
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could lead to inconsistencies in script generation, particularly
if the descriptions are ambiguous or poorly structured.
Additionally, the focus on Chinese text limits the method's
applicability to non-Chinese speaking users, potentially
restricting its broader adoption. Furthermore, the paper does
not extensively address the scalability of the approach or its
performance in  more complex home automation
environments, which could be critical for real-world
applications[1]

Malik and Bodwade 2017 a survey of different home
automation technologies, exploring their communication
protocols, control mechanisms, and user interfaces. It covers
systems based on Bluetooth, Zighee, GSM, Wi-Fi, RF
modules, Android ADK, cloud platforms, and Raspberry Pi.
The authors compare these systems, highlighting their
applications, merits, and drawbacks. The paper relies heavily
on summarizing existing research and lacks a critical analysis
of the challenges and limitations of each technology. For
instance, while it mentions security as a concern, it doesn't
delve into the specific vulnerabilities of different
communication protocols or propose solutions. Additionally,
the paper focuses primarily on technical aspects and
overlooks crucial factors like user experience, privacy
implications, and ethical considerations associated with
widespread home automation adoption. A  more
comprehensive analysis encompassing these aspects would
strengthen the paper's contribution to the field.[3]

Unisa et al. 2022 research paper proposes a cost-
effective and wireless home automation system (HAS)
utilizing the Internet of Things (10T) technology. The system
leverages NodeMCU, an open-source loT platform, to
control various appliances through a smartphone interface.
The system's architecture relies on a cloud server-based
communication, enabling remote access and control of
appliances regardless of location. The paper highlights the
system's user-friendliness, ease of installation, and potential
benefits for elderly and disabled individuals. The system
incorporates sensors like DHT22 for temperature and
humidity monitoring, and TTP223 touch sensors for user
interaction. The paper demonstrates the system's
functionality through experimental testing and showcases its
ability to control appliances like lights, fans, and relays
remotely.

The paper suffers from several drawbacks. Firstly, it
lacks a comprehensive analysis of the system's limitations.
While it mentions using a third-party server (Adafruit) for
prototyping, it doesn't discuss the potential security risks
associated with relying on external servers. Additionally, the
paper doesn't delve into the system's scalability and its ability
to handle a large number of devices and users. Furthermore,
the paper doesn't address the potential energy consumption
of the system, which is a crucial aspect of a home automation
system. Finally, the paper lacks a detailed discussion of the
system's reliability and its ability to handle potential network
disruptions or device failures.[4]

Han et al. 2010 The paper presents a user-friendly home
automation system that utilizes a 3D virtual world, with the
objective of enhancing the intuitiveness and realism of home
control interfaces. The system utilizes a metaverse client,
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server, and home server to connect real-world home devices
to a virtual environment. Users can interact with virtual
representations of their home devices, controlling them as if
they were physically present. The paper highlights the use of
standardized control protocols like MPEG-V and user-
defined protocols for seamless communication between the
virtual and real worlds. The implementation results
demonstrate the feasibility of the system, showcasing the
ability to control various home devices through a 3D virtual
interface. [5]

Creating and maintaining a realistic 3D virtual world
requires significant technical expertise and resources. This
could make the system expensive and difficult to implement
for average users. Connecting a 3D virtual world to real-
world home devices raises security concerns. Hackers could
potentially exploit vulnerabilities in the system to gain
control of home appliances or access personal information.
While the 3D virtual world offers a more intuitive interface,
it may not be suitable for all users, especially those who are
not comfortable with technology or have visual impairments.
The system relies heavily on a stable internet connection.
Interruptions or slow internet speeds could disrupt the user's
ability to control their home devices. Not all home devices
are compatible with home automation systems, especially
older models. This could limit the functionality of the
system.[5]

Gaurishankar Ughade et al. 2023 The paper explores the
creation of a smart home automation system that integrates
machine learning and 10T technologies to improve the
quality of life. The system allows for minimal user input,
utilizing facial recognition to adjust devices according to the
user's emotional state. It features three operational modes:
Manual Mode, Automatic Mode, and Emotion Recognition
Mode, each designed to enhance user experience and
convenience. The authors highlight the importance of
machine learning algorithms, such as Convolutional Neural
Networks (CNN), Fisher Face Classifier, and Support Vector
Machine (SVM), in recognizing human emotions and
adjusting the home environment accordingly. The proposed
system is built on an Arduino platform, which processes data
from various sensors and a camera to predict user needs and
automate responses. The paper also emphasizes the potential
for energy efficiency and security improvements through
smart automation. Future enhancements could include
broader device compatibility and advanced security features,
such as motion detection and remote monitoring.[6]

Lack of Detail on Machine Learning Implementation:
The paper mentions using CNN, Fisher Face Classifier, and
SVM for emotion recognition, but it lacks specifics about the
implementation. This includes details about the training data
used, the model architecture, and the evaluation metrics
employed. Without this information, Evaluating the
effectiveness and robustness of the proposed system presents
a challenge.

Privacy Concerns: The system relies on a single camera
for facial expression analysis, raising privacy concerns. The
paper doesn't discuss any measures to protect user privacy or
anonymize the collected data.
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Potential Biases in Emotion Recognition: Facial
expression analysis can be prone to biases, as different
cultures and individuals may express emotions differently.
The paper doesn't address how the system handles these
potential biases, which could lead to inaccurate
interpretations of user emaotions.

Security Vulnerabilities: The paper doesn't discuss
security measures for the system, which is crucial in a
connected home environment. The system could be
vulnerable to unauthorized access, data breaches, or
malicious attacks.

Limited Scope: The paper focuses primarily on
controlling lights, fans, and other basic appliances. It doesn't
explore the potential of integrating more complex devices or
functionalities, such as smart appliances, security systems, or
energy management.

Lack of Real-World Testing: The paper mentions an
experimental setup but doesn't provide details about real-
world testing or user feedback. This makes it difficult to
assess the system's practicality and usability in a real-world
setting.[6]

Filipe, Peres, and Tavares 2021 present a voice-activated
smart home controller that utilizes machine learning to adapt
to user habits and preferences. The system, implemented
with a Raspberry Pi and various sensors, integrates speech
recognition, an loT framework, and an adaptive controller.
The adaptive controller employs online learning algorithms,
specifically the Adaptive Random Forest Regressor (ARFR)
and Passive Aggressive Regressor (PAR), to predict the
desired position of motorized blinds based on user behavior
and environmental factors. The paper highlights the system's
ability to learn and adapt over time, demonstrating its
potential for creating more intuitive and personalized smart
home experiences.

Limited data: The study used only three months of data,
collected during a single quarter of the year, which may not
be sufficient to capture all variations in user behavior.

Scarce data with increased intervals: Extending the time
interval between data points considerably decreases the
available training data, making it difficult for the models to
learn effectively.

Inaccurate temperature data: The outside temperature
sensors were placed in a closed box with a see-through
screen, leading to an inaccurate greenhouse effect and
unreliable temperature readings.

Limited testing time: The time and space complexity
analysis were restricted to a 24-hour continuous running
period, which may not be sufficient to draw definitive
conclusions.[7]

Lin et al. 2022 presents a novel Smart Home Energy
Management System (SHEMS) that leverages a GPU-
accelerated neurocomputing-based methodology for time-
series load modeling and forecasting. By employing energy
decomposition techniques, the system non-intrusively
analyzes the electrical consumption patterns of individual
home appliances, allowing for accurate predictions of
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residents' daily behavioral routines. This approach enhances
smart home automation by providing insights into energy
usage without the need for extensive sensor installations,
which can be costly and intrusive. The methodology includes
data acquisition, feature extraction, and load identification,
utilizing advanced algorithms such as random forest
ensembles to improve accuracy [8] [20].

However, the paper does have some drawbacks. While
the proposed system demonstrates effectiveness in modeling
and forecasting, it may require significant computational
resources, which could limit its accessibility for average
consumers. Additionally, the reliance on historical data for
predictions may not account for sudden changes in user
behavior or external factors, potentially leading to
inaccuracies in real-time applications. Furthermore, the
implementation details, such as the specific hardware and
software configurations, may pose challenges for practical
deployment in diverse home environments. Overall, while
the research contributes valuable insights into smart home
automation, further exploration is needed to address these
limitations and enhance the system's adaptability.[8]

Franco et al. 2021 The paper presents a new framework
for recognizing appliances in smart homes using loT
technology is introduced, tackling the shortcomings of Non-
Intrusive Load Monitoring (NILM) methods, which often
lack reliability in real-world applications. The proposed
system incorporates both a model training framework and an
inference  framework, enabling adaptable appliance
identification through statistical feature extraction and
machine learning algorithms, such as Feedforward Neural
Networks (FFNN), Long Short-Term Memory (LSTM)
networks, and Support Vector Machines (SVM). The study
uses datasets from UK-DALE and Pecan Street Data Port to
assess the performance of these models.[9]

Despite successful simulation results, the paper
acknowledges that the efficiency of the proposed system in
real-world applications remains unproven. The reliance on
specific features for appliance classification leads to
misclassifications, particularly with similar appliances like
microwaves and ovens. Additionally, the paper highlights the
need for further analysis of feature importance to improve
classification accuracy, especially for minority classes.
Overall, while the framework shows promise for enhancing
energy management in smart homes, its practical
implementation and reliability in diverse scenarios require
further investigation and refinement.[9]

Sanjay, Jahnavi, and Karanth 2024 research paper
proposes a novel smart home automation system that
leverage deep learning, specifically convolutional neural
networks (CNNs), to enhance security. The system
comprises three modules: a resident's module for remote
control and monitoring, a smart home design module
integrating sensors and appliances, and an intelligent module
for intruder detection. The intelligent module utilizes CNNs
to analyze images captured by a spy camera, comparing them
to a database of resident movements and postures. If a
mismatch occurs, an alarm is triggered and a notification is
sent to the resident's smartphone. The paper highlights the
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system's high accuracy (98.67%) compared to existing
approaches.[11]

High computational cost: Deep learning models,
especially convolutional neural networks (CNNs), require
significant computational resources for training and
inference. This could lead to high energy consumption and
potentially slow response times, especially on resource-
constrained devices like microcontrollers.

Data dependency: The accuracy of the system heavily
relies on the quality and quantity of training data. If the
training data is not representative of real-world scenarios, the
system may struggle to accurately detect and classify
suspicious activities.

Privacy concerns: The system relies on a spy camera to
capture images of residents, raising concerns about privacy.
The storage and processing of this sensitive data need to be
carefully considered to ensure data security and prevent
unauthorized access.

False positives: The system may generate false alarms if
it misinterprets the movements of residents as suspicious
activities. This could lead to unnecessary anxiety and
inconvenience for the residents.

Limited scalability: The system's performance may
degrade as the number of residents and appliances increases,
making it challenging to scale to larger homes or multi-
family dwellings.[11]

Casaccia et al. 2020 explores the potential of using a
domotic sensor network and machine learning algorithms to
assess the well-being of elderly individuals living in private
homes. The researchers installed sensors in five apartments,
collecting data on light usage, temperature, and resident
movement. This data was subsequently employed to train
machine learning models., specifically Random Forest (RF)
and Regression Tree (RT), to predict the well-being of the
residents based on their self-reported physical and mental
health through regular periodic surveys. The study found that
the RF algorithm outperformed the RT algorithm in
predicting well-being, particularly in a multi-house setting
where data from all apartments was combined. This suggests
that the RF model can generalize across different users and
environments.[12]

However, the study also highlights some drawbacks.
The baseline analysis revealed a weak correlation between
individual sensor data and well-being indices, indicating the
need for more complex analysis methods like machine
learning. Additionally, the single-house procedure showed
inconsistent results across different apartments, suggesting
that the model's performance may be influenced by
individual user behavior and apartment layout. Further
research is needed to improve the model's accuracy and
robustness, particularly in single-house settings.[12]

Faroom et al. 2018 explores various home automation
systems designed for individuals with disabilities. It
examines systems utilizing Android applications, gesture
recognition, voice recognition, loT technology, speech
recognition with machine learning, and electro-oculography
(EOG) signals. The paper highlights the advantages of each
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system, such as user-friendliness, lowered setup costs,
scalability, and security. It also presents a comparative
analysis based on three disability categories: D1 (cannot hear
or speak), D2 (can hear and speak but cannot see), and D3
(can hear, speak, and see but cannot move limbs frequently).
The paper concludes that home automation systems are
becoming increasingly popular due to their benefits,
including convenience, safety, and energy efficiency.
However, the paper acknowledges the challenges faced by
these systems, such as poor manageability, inflexibility,
security concerns, and high cost. It emphasizes the need for
further research and development to address these drawbacks
and create more accessible and affordable home automation
solutions for people with disabilities.[13]

The provided context focuses on the benefits and
potential of home automation systems for people with
disabilities. To address the drawbacks, I'll need to draw on
my general knowledge about home automation systems.
Here are some common drawbacks of home automation
systems/Home automation systems can be expensive to
install and maintain, especially if you want a comprehensive
system with many features. Setting up and configuring a
home automation system can be complex, requiring technical
knowledge and time. Home automation systems are
vulnerable to hacking and cyberattacks, which could
compromise your privacy and security. Home automation
systems rely on technology, which can sometimes
malfunction or fail. This can be frustrating and inconvenient,
especially if you rely on the system for essential tasks. Not
all home automation systems are accessible to people with
disabilities. Some systems may require fine motor skills or
visual acuity that some people may not have. It's important
to weigh the potential benefits and drawbacks of home
automation systems before making a decision.[13]

Wang et al. 2018 The subsequent paper introduces a new
SDNHGW framework for distributed smart home networks,
designed to improve the overall management of network
quality of service (QoS). Central to this framework is
DataNet, a deep learning-powered classifier for encrypted
data packets. DataNet employs three deep learning
techniques—MLP, SAE, and CNN—to classify encrypted
traffic from various applications. The authors validate the
effectiveness of DataNet using an open dataset comprising
over 20,000 packets from 15 different applications. The
experimental results demonstrate that DataNet delivers high
accuracy and computational efficiency, facilitating real-time
processing within a smart home network.[14]

However, the paper also highlights some drawbacks.
The evaluation is conducted on a specific dataset with a
limited number of applications, potentially limiting the
generalizability of the results. Additionally, the
computational performance analysis is conducted on a
powerful computing platform, which may not reflect the
limitations of real-world SDNHGWs with limited resources.
Further research is needed to address these limitations and
explore the applicability of DataNet in diverse smart home
environments.[14]

Liang et al. 2018 presents the Unsupervised User
Behavior Prediction (UUBP) algorithm, designed to enhance
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the efficiency of user behavior mining in smart home
environments. By leveraging machine learning and neural
networks, the UUBP algorithm aims to predict user
interactions with various smart devices based on historical
operation records. One of its notable strengths is its
innovative initialization approach, which minimizes manual
selection and enhances the algorithm's objectivity.
Additionally, the UUBP incorporates an update strategy
based on the Ebbinghaus Forgetting Curve, allowing it to
effectively manage infrequent user operations and prioritize
more relevant data, thereby improving prediction accuracy.
The authors validate the algorithm's effectiveness against
three widely used clustering algorithms, demonstrating its
superior performance in user behavior prediction across
multiple real data sources.[16]

However, the paper does have some drawbacks. While
the UUBP algorithm shows promise, it has only been tested
on a limited dataset consisting of ten devices, which may not
fully represent the diverse range of smart home
environments. Furthermore, the focus on individual device
interactions may overlook the complexity of associative
behaviors involving multiple devices, which is crucial for
comprehensive smart home automation. Future research
should address these limitations by expanding the dataset and
exploring methods to predict user behaviors across
interconnected devices.[16]

Pal et al. 2018 focuses on a systematic literature review
of smart-home services for the elderly, exploring various
factors involved in their acceptance. It identifies five
dimensions of smart-home services for the elderly: social
support, medical supervision, habitat supervision, social
communication, and recreation and entertainment. The
research model proposed includes nine additional constructs
apart from the original TAM constructs, excellent elucidative
power with an R2 value of 85.4% Recommendations for
smart-home device manufacturers and service providers
include designing simple systems tailored to the unique
needs of the elderly to increase adoption rates. The paper
aims to answer two main questions: the real-life use cases of
smart-home services for the elderly and the underlying
theoretical framework explaining their usage intention. The
search strategy for the literature review involved logical
operators and specific keywords, conducted over two months
across major scholarly databases [17]

A drawback of the paper could be the limited scope of
the search, as it focuses on specific smart-home services for
the elderly and may not cover all aspects of smart-home
technology acceptance.

Verschae and Bugueno-Cordova 2023 explores the use
of event-based cameras for gesture and facial expression
recognition. It compares three Advanced learning models for
these tasks: End-to-End Learning of Representations (EST),
Asynchronous Sparse Convolutional Networks (Asynet), and
a novel approach called ESTM that combines EST with a
Long Short-Term Memory (LSTM) network.

The paper evaluates these models on existing event-
based gesture datasets (DVS128 Gesture and NavGesture)
and two new facial expression datasets (e-CK+ and e-MMI)
generated using the v2e event emulation method. The
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analysis focuses on the impact of two key parameters: the
time window size and the number of events in a sample.

Key Findings:

Gesture Recognition: Asynet (specifically the sparse
variant, Asyll) consistently outperforms other methods,
achieving high accuracy on both DVS128 Gesture and
NavGesture datasets. The performance is influenced by the
time window size and the number of events in a sample, with
optimal values varying depending on the dataset and
scenario. Facial Expression Recognition: The paper
introduces two new event-based facial expression datasets
(e-CK+ and e-MMI) based on the CK+ and MMI datasets,
respectively. These datasets are valuable resources for future
research in this area.

However, the paper lacks a comprehensive evaluation of
how the models perform on these datasets. While the paper

introduces new facial expression datasets, it does not provide
a comprehensive evaluation of the models' performance on
these datasets. This limits the paper's contribution to facial
expression recognition. The paper focuses on comparing
three specific methods, but it does not provide a broader
comparison with other existing event-based recognition
methods. This limits the paper's ability to establish the state-
of-the-art in this field. The paper primarily focuses on the
technical aspects of event-based recognition, with limited
discussion of potential practical applications in fields like
human-computer interaction or robotics. Overall, the paper
provides a valuable contribution to the field of event-based
recognition by introducing new datasets and comparing
different learning models. However, the limited scope of the
analysis and the lack of discussion on practical applications
limit its impact.[21]

Title Dataset Used Algorithm Conclusion

A Structure  for | UK-DALE, Long Short-Term Memory | High  accuracy in  appliance

Internet of Things- | Pecan Street | (LSTM), Feed-Forward | recognition,  allows  for  user

Based Appliances | Dataport Neural Network (FFNN), | customization; adaptable but

Identifying Features Support  Vector Machine | dependent on dataset specifics.

in Smart Homes (SVM)

An Automation Script | Not specified Natural Language | Successfully generates scripts from

Generation Processing (NLP)-based | natural language, though limited by

Technique for the Script Generation language and potential scalability

Smart Home issues.

Smart Home Control | Not specified NodeMCU-based loT | Effective for remote control of home
architecture appliances, but security risks are

associated with third-party servers.

Using a Smart Home | UK-DALE Neurocomputing Time- | Enhanced energy monitoring with

Energy Management Series Modeling accuracy but faced high computational

System The Time- demands; lacks adaptability for real-

Series Based on time application.

Neurocomputing

User-Friendly Home | Not specified 3D Virtual Environment, | Intuitive virtual control for home

Automation Based on MPEG-V Protocol devices, yet high setup cost and

3D Virtual World compatibility issues affect broader

adoption.

Smart Home | Not specified Convolutional Neural | Emotion-based appliance  control

Automation  System Networks (CNN), Fisher | improves user experience; privacy

Using Machine Face Classifier, Support | concerns and biases in emaotion

Learning Vector Machine (SVM) recognition persist.

Voice-Activated Limited three- | Adaptive Random Forest | Shows adaptability  to user

Smart Home | month dataset Regressor (ARFR), Passive | preferences, but limited data impacts

Controller Using Aggressive Regressor | generalization across behavior

Machine Learning (PAR) variations.

A Secured Deep | Not specified Convolutional Neural | High accuracy in intrusion detection;

Learning-Based Network (CNN) issues with computational cost,

Smart Home privacy, and false positives.

Automation System
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Prediction Algorithm | interactions

for Smart Home

Assessment of Users' | Custom sensor | Random  Forest  (RF), | Useful for elderly  well-being

Well-Being Using data from | Regression Tree (RT) assessment, but inconsistencies across

ML Algorithms and apartments different households.

Domotic Sensors

Home  Automation | Not specified IoT, Voice and Gesture | Improved accessibility for disabled

System for Disabled Recognition, individuals; high cost and

People Electrooculography (EOG) | manageability challenges noted.
Signals

An Unsupervised | Limited dataset | Neural Networks (specific | Accurately predicts user interactions

User Behavior | of device | algorithm unspecified) with minimal manual input but lacks

device interaction complexity.

with event-based
cameras

Comparative Event-
Based Gestures and
Facial Expression
Recognition

Examining the | Not specified Statistical Analysis Model | Factors influencing elderly adoption
Uptake of Smart- (based on TAM) identified; focus limited to specific use
Home Services by cases and doesn’t generalize to all
Senior Citizens smart home tech.

An  Analysis of | Custom dataset | Convolutional Neural | Demonstrates effectiveness of event-

Networks (CNN), Recurrent
Neural Networks (RNN)

based sensors for real-time gesture and
facial recognition; challenges include
handling variable lighting and high
data volume.

4. GAPS IN LITERATURE

Based on the literature review section in the provided
document, here are several identified gaps related to the
proposed project of a machine learning model for home
automation focusing on gesture control, safety monitoring,
and energy efficiency:

Lack of Detailed Focus on Predictive Gestures: Most
reviewed systems focus on gesture recognition without
delving into predictive gesture control, which would allow a
system to anticipate actions based on previous patterns. This
is crucial for the intuitive control of appliances in home
automation settings and is particularly relevant for the
proposed system's aim to control devices proactively based
on recognized and predictive gestures.

Comprehensive Safety Monitoring for Vulnerable
Groups: The review discusses safety features like fall
detection and basic motion detection but lacks a thorough
exploration of safety solutions specifically tailored for
elderly individuals, children, or scenarios such as a resident
collapsing. Expanding on this could involve designing more
nuanced safety monitoring models capable of detecting
various activity states (e.g., child proximity to hazardous
areas, fainting detection) relevant to high-risk or vulnerable
residents.

Energy Efficiency through Behavioral Patterns: While
some studies address energy efficiency, most focus on real-
time appliance monitoring and basic energy-saving modes.
The document does not explore adaptive models that
continuously learn and optimize based on residents' daily
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routines. For instance, models could detect regular periods of
inactivity and automatically shut down unnecessary
appliances or adjust power usage based on time-of-day
patterns, which is critical for improving home energy
efficiency.

Real-Time Intrusion Detection and Immediate Response
Systems: EXisting research on security monitoring often
mentions motion detection but does not emphasize systems
capable of real-time threat detection with immediate,
automated responses such as SOS alerts to authorities. This
feature would enhance resident safety, especially in scenarios
requiring emergency response.

Privacy Concerns and Ethical Considerations in Safety
Monitoring: Some papers briefly mention privacy issues, but
there is a gap in addressing how to ethically monitor
residents' daily routines while protecting their privacy. As the
proposed project involves detailed monitoring, it should
consider anonymizing or securely managing data, especially
for sensitive situations like health or security monitoring.

Multi-Modal Integration and Reliability of Gesture
Control in Varying Environments: The document mentions
systems reliant on gesture-based controls, often without
considering multi-modal systems that integrate gesture with
other input types (e.g., predictive control based on
environmental context) to improve reliability in different
lighting or space conditions. This gap is significant for
enhancing the robustness of gesture recognition in real-world
home automation scenarios.
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Addressing these gaps in future work could enhance the
relevance, safety, and efficiency of machine learning-
powered home automation, particularly for wvulnerable
groups and in unpredictable real-world environments.

5. PROPOSED MODELLING

The home automation system is intricately designed to
blend robust security measures with gesture-based control,
leveraging advanced machine learning frameworks. It uses
MediaPipe for precise hand and body gesture recognition,
TensorFlow for deep learning capabilities, and OpenCV for
real-time video processing, ensuring prompt responses and
accuracy. The architecture is structured around several core
components, beginning with input modules. These include
gesture recognition tools, such as hand gesture control and
body pose estimation, as well as security sensors like thermal
sensors and vision-based fire and smoke detection, both of
which rely on OpenCV to enhance detection precision.
Gesture inputs undergo pre-processing techniques, including
normalization, x'=(x-pn)/c where x is the raw data, u is the
mean, and ¢ the standard deviation, and noise reduction,
using filtering methods to boost recognition reliability.

The processing layer utilizes TensorFlow to power
various ML models for gesture classification, fall detection,
fire detection, and object recognition. For gesture
classification, the system uses a convolutional neural
network (CNN) with a mathematical representation
F(x)=0(W-x+b) where ¢ denotes the activation function, W
represents the weight matrix, x the feature vector, and b the
bias. Models are trained on extensive datasets to accurately
classify gestures and detect anomalies. In addition, for
enhanced model training, cross-entropy loss L=-Y:1y i
logiwi((y_i)") is used, where y i is the true label and (y_i )"
is the predicted probability.

Feature extraction is another critical function of the
processing layer. Spatial and temporal features of hand
gestures, crucial for gesture classification, are extracted
through methods like optical flow estimation. In fall
detection, positional and kinetic features are analyzed to
differentiate normal motion from a fall. Edge detection and
convolutional filtering using OpenCV are used for feature
refinement, mathematically represented by convolution
1)g(t-t) dt where f'is the input and g the kernel.
Once relevant features are identified, the decision layer
processes these inputs to trigger appropriate actions. For
example, turning devices on or off based on detected gestures
or issuing alerts during an anomaly. This layer relies on rule-
based algorithms defined as A =B, where A is the gesture
input and B the system response, ensuring decisions align
with predefined protocols.

The data flow within the system is characterized by a
continuous stream of inputs from cameras and sensors, with
MediaPipe and OpenCV facilitating real-time processing.
The integration of these components leverages IloT
communication protocols like MQTT, enabling efficient data
exchange between sensors and actuators and ensuring
seamless home automation. Model training and evaluation
are crucial for system accuracy. Large datasets, including
those for hand gestures, fall incidents, fire detection, and
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intruder alerts, are used for model refinement. Performance
is measured with metrics like precision, recall, and F1-Score.
In terms of implementation, the system offers real-time
interaction on platforms like Unity or Blender, facilitating
dynamic control of the environment through gestures.
Security alerts and automation enhance responsiveness to
potential threats. TensorFlow Lite further optimizes models
for low-power devices, improving performance and reducing
computational demands.

The system faces several challenges, including the need
for improved gesture recognition accuracy and real-time
performance. Optimizing TensorFlow models for
deployment involves techniques like model pruning and
quantization, reducing model size while retaining
performance. Privacy is also a concern, especially regarding
surveillance and data storage, necessitating policies to secure
user trust and protect sensitive data. Future directions aim to
expand system scalability and enhance safety features,
especially for children and elderly residents. Advanced
anomaly detection methods will also fortify security,
allowing the system to promptly identify and react to threats.
By continuously refining its technology, this home
automation system sets a new standard in smart home
solutions, enhancing security, responsiveness, and
adaptability within living environments.

6. RESULTS AND DISCUSSIONS
The proposed home automation system, integrating
MediaPipe, TensorFlow, and OpenCV, demonstrated

significant potential in enhancing security and providing
gesture-based appliance control. The system was tested in
various real-world scenarios, focusing on its core
functionalities—gesture control for lights, fall detection for
elderly care, and fire and intrusion detection for security
purposes.

Gesture Control: The use of MediaPipe for gesture
recognition proved highly effective. The hand-tracking
model was able to consistently detect predefined gestures
such as swiping and pointing with over 95% accuracy in
well-lit environments. However, performance dropped
slightly in low-light conditions, indicating the need for
improved lighting adjustments or infrared-based tracking for
better accuracy. Real-time response was achieved with
minimal latency (<100ms), making it highly suitable for
appliance control.

Security Features -

Fall Detection: A TensorFlow CNN achieved 93%
accuracy, though it misclassified slow falls or minor postural
changes. Diverse training could improve robustness.

Fire Detection: OpenCV-based detection reached 96%
accuracy but had false positives with steam or reflections,
needing refinement.

Intrusion Detection: With 94% accuracy, the model
detected intrusions well but flagged pets, requiring threshold
tuning.
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Discussion: Real-time performance was strong, yet false
positives and environmental sensitivity suggest a need for
enhanced adaptability and dataset expansion.

7. CONCLUSION

The incorporation of machine learning into home
automation has greatly improved the flexibility, security, and
efficiency of smart homes, transforming the way people
interact with modern living spaces. ML-driven gesture
controls, through models like convolutional and recurrent
neural networks, provide a seamless, hands-free experience,
allowing users to intuitively operate devices without the need
for physical interaction. These models also contribute to real-
time safety monitoring, especially for the elderly and
vulnerable individuals, offering reliable detection of hazards,
such as falls, fires, and intrusions, thereby elevating home
security. The impact of ML in this domain extends to energy
efficiency, where predictive algorithms adjust power usage
based on behavioral patterns, contributing to sustainable
energy consumption. The ML model proposed in this paper
demonstrates several advantages in the home automation
environment: it increases responsiveness, enhances user
safety, and reduces energy waste through smart predictions,
creating a truly adaptive system. Despite challenges in
ensuring high accuracy across varying lighting and spatial
conditions and maintaining data privacy, these systems stand
to transform daily life by fostering more user-centered,
intelligent, and secure environments. With continued
refinements in gesture recognition, predictive energy
management, and data security, ML models can offer
holistic, sustainable smart home solutions that enrich user
experience while promoting environmental responsibility.
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