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Abstract —Internet of Things (loT) is expanding across a
number of industries, including the medical field. Such a
scenario might easily reveal sensitive information, such as
private digital medical records, presenting potential security
issues. Symmetric Searchable Encryption has been widely
considered due to its promise to allow well-organized search
on encoded data. Nevertheless, most SSE techniques ignore
malicious cloud servers and need the data owner to provide
the entire key in order to query users. In this paper, a novel
technique has been proposed to solve these restrictions.
Normalization, tokenization, word removal and stemming are
used for preprocessing the data from the data owner and
preprocessed data is divided into k-number of clusters using k-
means clustering algorithm. The clustered data is encrypted
using a Damgard-Jurik encryption algorithm. The efficiency
of the proposed P2ADS technique has been determined using
assessment metrics such as accuracy, encryption time, and
decryption time. The proposed method’s decryption time is
7.56%, 5.01%, 4.41%, and 3.50% quicker than that of the
existing VPSL, ABKS, PERT, and PP-DSA methods
respectively.

Keywords — Data Search, Encryption, Damgard Jurik, Decryption,
Internet of Things.

1. INTRODUCTION

Cloud-based IoT has become more well-known as an
emerging technology as using the cloud to manage massive
amounts of 10T data can greatly improve the performance of
loT applications [1]. Several cloud services leverage
consumer location, private data, and identity, such as Cloud
[2] and Amazon's basic storage service. Since cloud models
are addressing various data security and privacy issues, the
biggest conflict in recent cloud services has emerged. The
primary right to data security belongs to consumers or cloud
users who keep private information such as bank account
details, health information, and so forth.

The process of searching for data typically involves
multiple procedures. First, the types of data that 10T [3]
devices continuously collect vary depending on the
application. These data sets could contain information about
human behavior, machine status, environmental variables,
or other features. After that, the raw data will be sent to and
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stored on the cloud for additional processing. Large
databases housed on cloud servers hold these data, enabling
the preservation of historical records for analysis,
projection, and decision-making [4].

Security and privacy are critical components of loT
data search. Many times, data from the Internet of Things
contains sensitive information about individuals, systems,
or vital infrastructure. Certifying the security and honesty of
this statistics is essential to stop unwanted contact and data
openings [5]. Here, encryption is crucial for both data
transmission and storage. When combined with secure
connection protocols like SSL/TLS, encrypted database and
storage technologies in the cloud protect data while it is at
rest [6].

Furthermore, all of the aforementioned schemes with
the exception of one assume that the clouds are sincere in
their adherence to the rules of protocol but also sufficiently
interested to attempt deriving useful information from the
encrypted data [7]. Because of things like financial
incentives, technical malfunctions, or cyber-attacks, this
assumption doesn't seem to be enough. Consequently, the
clouds might only carry out a portion of the search process.
As a result, our goal is to create a more reliable and safer
search engine that guarantees the return of real search
results even in the occurrence of malevolent clouds [8]. To
overcome these issues, a novel Data Search strategy for the
cloud-assisted 10T has been proposed. The main structures
of this paper are listed below:

e The data is first preprocessed utilizing stemming,
tokenization, normalization, and word removal
techniques from the data owner. The k means
clustering algorithm is then applied to divide the
preprocessed data into k number of clusters.

e Subsequently, the data is clustered and encrypted
using the damgard-jurik encryption algorithm.

e Once the data has been encrypted, it is stored on a
cloud server and the user's identity is verified. The
decrypted data is sent to the user as a search result
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by the cloud server in response to the data user's
search request.

e The efficacy of the suggested methodology has
been assessed through the utilization of multiple
factors, such as precision, encryption duration, and
decryption duration.

The following explanation pertains to the remaining
half of this research: In Section II, the research is examined
with reference to the literature. In Section 11l the proposed
system is detailed in detail. The conclusion is found in
Section V, whereas the result and discussion are found in
Section 1V.

2. LITERATURE SURVEY

In 2020, Tong, Q., et al., [9] designed a cloud-assisted
Internet of Things Verifiable Privacy-preserving data
Search strategy with Limited key-disclosure (VPSL). VPSL
uses the k-means clustering technique and the Merkle hash
tree structure to provide effective search processing and
result verification, respectively. Real-world datasets were
used for performance evaluation, which revealed the true
effectiveness and accuracy of VPSL or VPSL+ in terms of
search.

In 2021, Zhang, K., et al., [10] suggested attribute-
based keyword search (ABKS) to provide cloud-assisted
loT with fine-grained search control and data
confidentiality. By tracing and canceling abusive users,
these two structures prevent private key abuse in addition to
reducing privacy leaks caused by hidden access policies.
Formal security analysis demonstrates that the system can
ensure the traceability of hostile users in addition to
ensuring the confidentiality of keywords and access
regulations.

In 2021, Wang, T., et al., [11] suggested PERT, a
cloud-assisted Internet of Things retrieval technology with
improved privacy. By using a hierarchical retrieval model
and an implicit index that is controlled by edge servers, this
architecture safeguards data privacy by hiding the specifics
of data flow between the cloud and edge servers. When the
number of users is reasonably high, this method's time cost
is much lower than that of the benchmark cloud encrypted
storage model.

In 2022, Deebak, B.D., et al., [12] suggested a PPP-
MKRS phrase for multi-keyword ranked searches that
protects privacy. It makes use of conjunctive keyword
search, a binary tree index structure, and an optimal
filtering approach to ensure the efficacy of secure searching.
The results of the experimental research demonstrate that
compared to previous searching encryption systems, the
proposed PPP-MKRS system requires less processing,
storage, and verification time.

In 2022, Li, X, et al., [13] suggested VRFMS, a
ranking fuzzy multi-keyword search technique that is both
efficient and verifiable. Using bloom filters and locality-
sensitive hashing, VRFMS implements fuzzy keyword
search. The outcomes are organized according to TF-IDF.

VRFMS's primary flaw is that it struggles to handle
confusing terminology. Formal security analysis and
practical testing, respectively, have demonstrated the
security and efficacy of VRFMS in real-world applications.

In 2023, Kirubakaran, S.S., et al., [14] introduced the
Privacy-Preserved Data Security Approach (PP-DSA) to
guarantee the information integrity and security of data that
is outsourced in a cloud environment. The work's primary
goal is to improve cloud security, which will raise Quality
of Service (QoS). Based on the model's efficacy, security,
and dependability, the outcomes validate that the suggested
model beats previous efforts in terms of output.

In 2023, Gupta, I, et al, [15] introduced a
revolutionary  effective,  privacy-preserving,  secure
communication model (SeCoM) that reduces the hazard of
information leaking, detects, and terminates malevolent
entities to prevent data leakage, and handles security risks
to protect healthcare data in cloud and IoT systems. The
suggested model considerably enhances privacy, security,
and detection efficiency as well as data usage of up to
43.25%, 83%, 77.17%, and 9.49%, according to
experimental results and comparison with existing
methodologies.

3. PROPOSED SYSTEM

In this section, a novel Data Search strategy for the
cloud-assisted Internet of Things has been proposed. The
data is first preprocessed utilizing stemming, tokenization,
normalization, and word removal techniques from the data
owner. The k means clustering algorithm is then used to
divide the preprocessed data into k number of clusters.
Subsequently, the data is clustered and encrypted using the
damgard-jurik encryption algorithm. Once the data has been
encrypted, it is stored on a cloud server and the user's
identity is verified. The decrypted data is sent to the user as
a search result by the cloud server in response to the data
user's search request. The efficacy of the suggested
methodology has been assessed through the utilization of
multiple factors, such as precision, encryption duration, and
decryption duration. The overall block diagram for the
proposed technique is given in Figure 1.

3.1 Data Collection

The process of data collection involves acquiring raw
data from the data owner, which may encompass various
sources such as databases, sensors, or user interactions.
Once obtained, the data undergoes preprocessing to ensure
its quality, completeness, and relevance for subsequent
analysis.

3.2 Pre-Processing

Preprocessing is the grouping of steps and techniques
used to adjust unprocessed data prior to additional analysis.
The goal of preprocessing is to format data such that it is
suitable for the task at hand. Preprocessing procedures like
as normalization, tokenization, word removal, and
stemming are used to the data owner's data to ensure that it
is in an appropriate format.



K. Paul Joshua et al. / 1IJDSAI, 02(01), 1-6, 2024

Normalization

Tokenization

Word Removal
Data Owner

Decrypted
Data

Feature Extraction

Bag of Words
(BoW)

et L] komeans | |
oG, Clustering | |

k-nul;x_t;;r of
clusters

Decryption using
‘ Damgard Jurik
Algorithm
; Seareh: oo e e e
Query \ I Result : Encryption Process [ :
|
! i
R\ : Damgard Jurik ) !
- ¢ : En;)r_\;pted A Encryption ¢ Clustered Data :
ata 2

Search Request&i\_// i Technique J :
et ! — i
i !
Cloud Server i :

Figure 1. Overall work flow of proposed method

3.2.1. Normalization

Normalization requires the simultaneous completion of
multiple tasks. Punctuation must be eliminated, all text must
be transformed to uppercase or lowercase, and numbers
must be translated to words. Every text will therefore
experience more uniform pre-processing.

3.2.2. Tokenization

Tokenization divides a text into meaningful pieces
while maintaining its meaning. Long paragraphs, also
known as text chunks or chunks, are split into tokens in this
stage, which are sentences. You can break these statements
down into their component words as well.

3.2.3. Word Removal

Recurring arguments are eliminated from the text
throughout this phase. Many stop words are used, including
"are," "of," "the," and "at." These have to be taken out of
the text as a result.

3.2.4. Stemming

By stemming words in many tenses, unnecessary
computations are eliminated and words are reduced to their
most fundamental forms. Words with similar meanings
should be grouped together via stemming, even if their
derivations or inflections differ.

3.3. Feature Extraction

The preprocessed data undergoes feature extraction
using Bag of Words (BoW) techniques. The goal of feature
extraction is to provide a set of pertinent and instructive
characteristics that can be utilized as input for clustering
technique from the preprocessed input data.

3.3.1. Bag of Words (BoW) technique

In natural language processing (NLP), the Bag of
Words (BoW) is a straightforward and widely used feature
extraction tool. The BoW algorithm ignores word order and
focuses exclusively on word frequency in order to convert a
text passage into a numerical vector. A machine can
understand text by first understanding its representation. In
order to match and count each element of a text separately
and produce its vector representation, the BoW model
ignores a significant amount of correlation information
between words. The formula for the bag of words
representation of a document is given in (1)

bow(q,)
= [Count(wol, qo), count(woz, qo) T count(wom, qo)]

)

Where m represents vocabulary size and the query as
4o, bow(d,) represents the bag of words representation.
Text tokenization is the process of segmenting text into
words by utilizing white space and punctuation as
delimiters. A vocabulary is formed by treating each word as
a unique entity. Using the Bag-of-Words (BoW) technique,
every input query is represented by a numerical vector,
resulting in a fixed feature set. Word frequency in the query
is indicated by values in the vector. Formula (2) expresses
the BoW design.

Vi = [Y1,Y2: Y30 o0 e Vil )

Let, n denote the general quantity of distinct words in
the vocabulary. n; be the text's frequency count for the i-th
word.y; be the feature vector's element with index i.
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3.4. Clustering

A popular unsupervised machine learning technique
that divides data into clusters according to similarity is K-
means clustering. In this analysis, K-means clustering is
applied to pre-processed data to identify inherent patterns
and group data points into distinct clusters.

The Euclidian distances serve as the primary
foundation for the k-means algorithm, which clusters nodes
based on the separation between centroids and data points.
The number of clusters is taken to be constant during the k-
means clustering process. Adjust one of the n inputs
patterns (m, ..m,) with one of the k prototypes
(pry, pry ... p17). Therefore,

pry =my, s €{1,...k},p €{1,..,n} 3)

The method finds the shortest path between the k
centers and the sensor to identify the node in the band with
the closest center. When the group stabilizes, the algorithm
comes to an end. For every band, the new center of gravity
is calculated by the algorithm. reducing a squared error
function, an objective function, by

SO =28, 22, (v, - v ))’ (@)

Where, (||}, — U, |)” represents the Euclidean distance
between v, —u,. d, is the amount of data facts in y"
group and d,is the amount of group middles. Table 1.
Represents the algorithm for k-means clustering.

Table 1. Algorithm for K-means Clustering

Algorithm of K-means Clustering

1. Begin the K-means algorithm.

2. Randomly place 'k’ centroids to initiate clustering
of the nodes.

3. Compute the Euclidean distance between each
node and its closest centroid, then assign the node to
that centroid's cluster.

4. Update the positions of centroids within each
cluster and assess for changes.

5. If any centroid has moved, return to step 3;
otherwise, proceed to step 6.

6. Conclude the algorithm.

3.5.Damgard Jurik Encryption Algorithm

The Damgard-Jurik encryption algorithm is a versatile
cryptographic scheme designed to offer both efficiency and
security. Building upon the foundation of the RSA
cryptosystem, it incorporates homomorphic properties,
allowing for secure computation on encrypted data. It a
hybrid encryption approach blending elements of RSA and
homomorphic encryption, is employed to secure data prior
to storage on cloud servers.

Using the RSA architecture, this approach first creates
the public and private keys, allowing for effective key

exchange while maintaining homomorphic features. These
keys are used to convert each data segment into an
encrypted format during encryption, guaranteeing secrecy
and integrity both during transmission and storage. The
following is the definition of the asymmetric Damgard-
Jurik  cryptosystem. Let ((q,KY,),KY) be the
public/private key pair.

KY, = ab andKY, = LCM((a — 1),(b — 1)) (5)

where a and b are two huge prime integers, and LCM
stands for the least common multiple function. Zgym =
{0,1,....,KYg" — 1} and Z’yym indicates the integers with
modulo multiplicative inverses KY;® where m is a ordinary
amount and choice q € Z*yz which is given in equation (6)

q = (1 + KY,)!y mod KY"+! (6)

Where, i is a recognized mutable that moderately prime
with KY; and y € Z*kyz. The Damgard-Jurik encryption of

a plain-text n € Zgym into the cipher-text ¢ € KY;"** using
the public key KY, is given in equation (7).

¢ = Fln,r] = ¢"r¥%" mod KY/"*1 @)

Where, r € Z gy is the Damgard-Jurik encryption
system stochastic or semantically secure, given a random
number associated with n..More specifically, depending on
the value of r, the encryption of the same plain-text message
will produce different cipher-texts using the same
encryption key. Selecting g = 1+ KY, will enable a
speedy implementation of this cryptosystem without
compromising algorithm security. In this way, n's
encryption into c is provided by in equation (8)

¢ = Fln,r] = ¢"r¥%" mod Ky/"*1 8)

There are two processes involved in decrypting ¢ using
the private key KY,, based on the premise that g = 1+
KY,. Initially, the decoder calculates:

cX% = (1 + KY, )%™ mod Ky,"*! 9

To get access to the message n from cX¥ | the
decipherer has to compute KY;n. To do so, Damgard-Jurik
proposed a reiterative process to find n from (1+
KY,)" mod KY,***. The decoding of the cipher-text c into
n is given in equation (10)

n = E(cX%). KY; 'modKY™ (10)

By combining the strengths of RSA encryption with
homomorphic properties, the Damgérd—Jurik algorithm
safeguards sensitive data within cloud environments,
fortifying against unauthorized access or manipulation.

The cloud server receives a query from the data owner
in the form of a search request. Blockchain technology is
used in the cloud server to verify the identity of the data
user. The data deposited in the cloud server in the encrypted
form is decrypted using the Damgard-Jurik method, and if
the data user is authorized to deliver the search result, the
search result is then safely sent to the data user.
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4. RESULTS AND DISCUSSION

The proposed novel technique’s experimental results
are analyzed and a discussion of performance is done in
terms of numerous evaluation metrics within this section.
The dataset NACC is used for the evaluation of the
proposed technique. The proposed method is developed and
assessed using the Python programming language along
with libraries (such as sci-kit-learn, TensorFlow, Keras,
Numpy, and HDF5) on a Windows operating system with
an Intel Core i7 CPU and 16GB RAM.

4.1. Comparative Analysis

The proposed model's effectiveness is contrasted with
VPSL [9], ABKS [10], PERT [11], and PP-DSA [14] in
terms of accuracy, encryption time, decryption time, search
accuracy, search complexity, and query time.

100
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60

Accuracy (%)

40
30
20

VPSL ABKS  PERT PP-DSA  Proposed

Figure 2. Comparison in terms of accuracy

Figure 2 shows the comparison in terms of accuracy
with the proposed technique and the existing techniques like
VPSL [9], ABKS [10], PERT [11], and PP-DSA [14]
techniques. The accuracy of the proposed method is
increased by 9.60%, 6.575 and 3.34% correspondingly. It
shows that the proposed method has tall accuracy compared
to the existing VPSL, ABKS, PERT, and PP-DSA
techniques.
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Figure 3. Comparison in terms of encryption time

Figure 3 shows a contrast among a proposed technique
and already-in-use methods like VPSL [9], ABKS [10],
PERT [11], and PP-DSA [14] in terms of encryption time.
The encryption time is the length of time required to
employ an encryption algorithm to encrypt a piece of data.
The time booked to encode the data is quicker using the

proposed approach when compared to other current
solutions. The encryption times of the proposed approach
are 73.77%, 53.59%, 46.20%, and 31.81% quicker than
those of the current techniques.
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Figure 4. Comparison in terms of decryption time

Figure 4 compares the decryption times of a suggested
approach with those of techniques presently in use, such as
VPSL [9], ABKS [10], PERT [11], and PP-DSA [14]. The
length of time needed to use a decryption method to convert
encrypted data back into plaintext is known as the
decryption time. Figure 3 shows that when comparing the
proposed approach to the current technique, it decrypts data
more quickly. The suggested method's decryption time is
7.56%, 5.01%, 4.41%, and 3.50% quicker than that of the
existing methods.

5. CONCLUSION

In this paper, a novel technique for the cloud-assisted
Internet of Things has been proposed. Normalization,
tokenization, word removal and stemming are used for
preprocessing the data from the data owner and
Preprocessed data is split using the k-means clustering
technique into k number of clusters. The clustered data is
encrypted using a Damgard Jurik encryption algorithm. The
proposed method is developed and assessed using the
Python programming language. Evaluation measures like
encryption time, decryption time, and accuracy have been
used to gauge how effective the suggested technique is. The
suggested method's decryption time is 7.56%, 5.01%,
4.41%, and 3.50% quicker than that of the existing VPSL,
ABKS, PERT, and PP-DSA methods. In the future,
concentrate on reducing the encryption time so that real-
time apps can perhaps employ it.
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