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Abstract The Internet of Things (IoT) links a wide range of
physical devices to the Internet, facilitating cutting-edge
applications in fields like the military, healthcare, agriculture,
and transportation. These IoT applications have grown in
popularity due to their ability to tackle real-time challenges
effectively. However, despite the benefits they provide IoT
systems are notably susceptible to security vulnerabilities,
making them targets for a range of cyberattacks. These threats
include DDoS, MiTM, sinkhole attacks, eavesdropping, and
DoS attacks. In this work, a novel Real-Time Intrusion
Detection in IoT with a Deep Learning-based Multi-Head
Attention BiGRU (RIGRU) approach has been proposed to
accurately classify IoT attacks. Data is collected from IoT
sensors on network devices. It goes through data cleaning and
standardization. Dingo Optimization is used to select relevant
features iteratively for classification tasks. These features are
then fed into a Multi-Head Attention BIGRU Network to detect
MiTM, DDoS attack and normal. The proposed RIGRU
approach was calculated utilizing various metrics, namely
precision, flscore, recall, and accuracy. The RIGRU model
advances the overall accuracy by 0.87%, 0.95%, and 0.75%,
over the PCC-CNN, DIDS and GNN, respectively.

Keywords — Deep Learning, Dingo Optimization Algorithm,
Intrusion Detection, Internet of Things

1. INTRODUCTION

The IoT has seen a significant rise in specialized
applications, including healthcare, smart agriculture,
transportation systems, and industrial automation, all
contributing to socio-economic development [1]. IoT
systems comprise actuators, numerous network-enabled
devices and interconnected sensors that exchange data across
both the Internet and private networks [2-3]. As the use of
IoT or "smart" devices rises, the importance of Intrusion
Detection Systems (IDS) as a key tool to protect against
various security threats becomes paramount [4]. At the core
of 10T is the integration of smart sensors that link physical
objects via a unified platform [5].

These smart sensors are designed to operate with
minimal or no human interaction [6-7]. Physical objects and

ISSN: XXXX-XXXX

smart devices communicate and collaborate through specific
addressing schemes [8]. The term "Smart," when applied to
various physical objects, signifies the integration of IoT
technology [9]. However, current IDS wused in IoT
environments are insufficient to address the complexities and
diversity of these systems [10]. Developing effective IDS for
IoT is a challenging and demanding task, necessitating a
thorough and comprehensive analysis in this field [11].

Large quantities of resources are essential for IDS which
restricts their usage on loT devices [12]. Common attacks on
IoT networks include DDoS attacks, where attackers
overwhelm the network with traffic to render it inaccessible,
and unauthorized access attempts that exploit weak
authentication mechanisms or unsecured interfaces.
However, the increasing usage of smart devices and systems
has also brought about new security challenges [13]. In this
research, a novel RIGRU approach has been proposed to
accurately classify IoT attacks. The key objectives of the
RIGRU approach are as follows.

e Initially, the raw data is collected from IoT
sensors deployed on network devices. This raw
data undergoes pre-processing, including data
cleaning to remove inconsistencies and errors,
and stemming/lemmatization to standardize
features.

e The Dingo Optimization is used for selecting
relevant features and optimizing the feature set
iteratively for classification tasks.

e These features are then fed into a Multi-Head
Attention BiGRU Network for real-time
intrusion detection into categories, namely
DDoS, MiTM, and normal.

The remaining section of the proposed approach are
detailed below. The literature review is covered in detail in
Section 2. The RIGRU methodology is described in Section
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3. The outcome and discussion are covered in Section 4. The
conclusion is covered in Section 5.

2. LITERATURE SURVEY

Many recent works on Intrusion Detection in IoT have
made use of DL methods. The following section provides an
overview of a few recent studies.

In 2023, Awajan, A., [14] proposed an IDS based on
deep learning for IoT devices. This smart system uses a four-
layer deep Fully Connected framework architecture to detect
harmful traffic that may initiate assaults on linked IoT
devices. The DL-based IDS demonstrates robust
performance in identifying different types of attacks,
achieving an accuracy of 93.74% for both evaluated and
intrusions. Additionally, it records an average precision, F1-
score and recall of 93.71%, 93.47%, and 93.82%.

In 2023, Bhavsar, M., et al., [15] suggested a DL-based
IDS known as PCC-CNN to detect network anomalies. The
KNN and CART approaches demonstrated similar accuracy
rates of 98% and 99% across three datasets. However, the
PCC-CNN model outperformed both, achieving a low
misclassification rate of 0.001 and an accuracy of 99.89%.

In 2023, Altunay, H.C. and Albayrak, Z., [16] proposed
three different methods to identify breaches in the Industrial
IoT network using deep learning (DL) frameworks: CNN, a
combined CNN+LSTM, and an LSTM model. The
CNN+LSTM method achieved an accuracy of 92. 9% on the
UNSW-NB15 dataset. For the X-IIoTID dataset, the same
method displayed even greater accuracy, reaching 99. 80%.

In 2023, Bakhsh, S.A., et al., [17] proposed a deep
learning-based Intrusion Detection System employing Feed
Forward Neural Networks, Long Short-Term Memory
networks, and Random Neural Networks to protect Internet
of Things networks from cyber threats. This approach
surpasses the existing approach when tested on the CIC-
10T22 dataset, with FFNN reaching an accuracy of 99. 93%,
LSTM attaining 99. 85%, and RandNN achieving 96. 42% in
identifying intrusions.
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In 2023, Madhu, B., et al., [18] developed a DL
framework called DIDS to handle unknown attacks and
higher throughput with a low false alarm rate in large
networks. After being evaluated with standard algorithms,
the proposed algorithm showed earlier attack detection,
reduced computational time, and achieved 99% accuracy.

In 2023, Sanju, P., [19] suggested a metaheuristic- DL
strategy to advance intrusion detection in IoT systems. All
things considered, the suggested study offers a viable way to
enhance IDS in [oT, and it may provide a starting point for
further studies in this area.

In 2023, Altaf, T., et al., [20] developed a GNN-based
network IDS that optimizes the likelihood of incorporating
structural elements of both legitimate and malevolent
network traffic. In the datasets under consideration, the
suggested model offers a 2% to 5% gain in precision,
accuracy, recall, and F1, while requiring less training time
and approach size. Across the four benchmark datasets, the
suggested framework has demonstrated excellent accuracy.

3. PROPOSED METHODOLOGY

In this section, a RIGRU technique has been proposed to
accurately classify IoT attacks. Initially, the raw data is
collected from IoT sensors deployed on network devices.
This raw data undergoes pre-processing, including data
cleaning to remove inconsistencies and errors, and
stemming/lemmatization to standardize features. The Dingo
Optimization is used for selecting relevant features and
optimizing the feature set iteratively for classification tasks.
The selected features are then fed into a DL architecture
comprising a Multi-Head Attention BiGRU Network. This
network leverages multi-head attention for simultaneous
feature focus and Bi-GRU for sequential data analysis,
enabling sophisticated pattern recognition and classification
of intrusion into categories such as DDoS, MiTM, and
normal in real-time, empowering timely security responses.
Figure 1 demonstrates the overall flow of suggested RIGRU,
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Figure 1. Schematic Representation of the Proposed RIGRU Framework
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3.1 Data Collection

IoT sensors are embedded in network-connected devices
and collect diverse data like temperature, motion, and
environmental conditions. This unprocessed information
supports immediate tracking, anticipatory upkeep, and
decisions based on data across different industries.

3.2 Pre-Processing

Preprocessing plays an essential role in analyzing data,
consisting of various methods that transform unprocessed
data into a tidy, organized format suitable for examination.
The preprocessing process typically includes the following
steps:

Data Cleaning: It is the method of recognizing and handling
null values, outliers, and errors in the dataset. This includes
approaches such as imputation to replace missing values with
estimated ones, filtering out outliers that may skew the
analysis, and correcting errors in the data to ensure its quality
and accuracy.

Stemming: Stemming is the method of reducing words to
their simplest form by removing prefixes and suffixes. It
utilizes heuristic guidelines to eliminate suffixes according
to a set list of derivational affixes. For example, the terms
"trouble," "troubled," and "troubles" could all be simplified
to the base form "troubl. " Although this technique may
occasionally produce words that are misspelled or not fully
formed, it is quicker and easier than lemmatization, which
requires a deeper linguistic examination to provide the
accurate base form of a word.

Lemmatization: Lemmatization is the procedure of
dropping a word to its most basic form, or replacing its suffix.
Lemma is always a meaningful word, unlike a stemmed
word. Lemmatization is also a method of integrating many
words into one.

3.3 Dingo Optimization

Improved Dingo Optimization's optimization model is
made for feature selection, which optimizes data and offers
pertinent features. Finding the best real-world system
solutions is a difficult task. because there are multiple

excellent solutions available. (1) — (3) strengthen the
persecution, scavenging, group assault, and survival.
d = (BF — WF) )

__ mean(D(F-WF))
" mean(D(F-BF))

2

= q
UB =4 x (Y) 3)
The best and worst objective functions are denoted by
the terms BF and WF, respectively, in this instance. Fitness
is represented by F, distance by D, generality by Y and g, and

arbitrarily by UB, which is a number between 0 and 1.

Step 1 - Group Attack: Dingoes hunt in packs, encircling
their target using their tracking abilities. There is an equation
that represents this.
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The expression ﬁ(l + 1) represents the position of the
feature, ui is a random number, dp represents the best
iteration constructed utilizing the preceding iteration, d X(z)
tends the search agent, @k(d) is the sub-set provided for all
search agents and o; is a randomly generated number
equally produced and displayed in a range of [-2, 2]. It has
been updated in Equation (4).

Step 2 - Persecution: Dingoes frequently hunt tiny
animals until they are within reach. Equation (5) provides an
illustration of this behaviour.

dy 1+ 1) =d x () +o¢+ £2 x (dg, (D) = dpy (D  (5)

Here, the term ap(l + 1) denotes a dingo movement
within the search engine Hp (1).The derived random variable
falls within [—1, 1] is represented as o, arbitrary number q;
is updated in Equation (3) and Hq , () represents the search
agent for the gth interval.

Step 3 - Scavenger: Equation (6) describes the
scavenging behavior of dingoes, which is thought of as an
activity when they locate their meal.

d,(1+1) = %[f“z X dg, () — (=1)° x d, ()] (6)

The binary number, represented by the symbol o, is
produced spontaneously and is upgraded in Equation (3).

Step 4: The dingo's survival rate is given in Equation (7).

(7

In the current generation, the least fitness function is
represented as WF and BF represents the highest level of
fitness. Fs(D) is the fitness value provided for Dth search
features and also Equation (8) determines the minimal
survival rate.

d,0+1)=dx )+ g [dg, (1) — (—=1)° x dg, D] (8)

BF-F(D)
BF-WF

surv(D) =

The chosen search agent for the numerical value q; and
q, is stated as Hq ,(Dand qu (D), correspondingly, and
Equation (4) updates the random integers. Here, the lowest
survival rate is indicated as Hp M.

3.4 Intrusion Detection

The selected features are then fed into a DL architecture
comprising a Multi-Head Attention BiGRU Network. This
network leverages multi-head attention for simultaneous
feature focus and Bi-GRU for sequential data analysis,
enabling sophisticated pattern recognition and classification
of intrusion into categories such as DDoS, MiTM, and
normal in real-time, empowering timely security responses.

BiGRU Layer: GRU networks fall under the category
of recurrent neural networks (RNNs). To tackle the problem
where standard RNNss update their memory
in increments and face challenges with gradient decay, they
are  builton  RNN principles. GRUcan be  seen
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as a streamlined version of LSTM neural networks, allowing
for easier determination while still

preserving the effectiveness of

LSTM models. LSTM networks utilize input and forget
gates. The vector p, denotes the input,
m,_, reflects the hidden state at the previous time step r —

1, and m, indicates the output vector of the current
GRU. During step 7, both p,. and my_,
are fed into the GRU, which produces the output

q,- Equations 11, 12, 13, and 14 illustrate how q, is defined:

b, = 6(Zppy + Spm,_1 + ) 1n
dr = 6(Zgpr + Samy— + fq) (12)
M, = tanh (Z,p, + Spy(m,_; ® b,) +£,) (13)
m.=(1-d,) ® m_; +d, ® i, (14)

Where ¢ denotes the Sigmoid function, which assists
GRU networks in managing memory by enabling them to
retain or discard information. The elementwise
multiplication is represented by ), and the reset and update
gates are indicated as d,. and b, respectively. Moreover, M,
indicates the presumed state of the candidate at time r. The
architecture of BiGRU features two hidden layers: one that
processes data from the beginning to the end and another that
processes it in reverse. Each data sample is inputted into both
the forward and backward GRU networks, yielding a pair of
symmetric hidden layer state vectors. By symmetrically
combining these state vectors, we can derive an overall
encoded representation of the input text, as illustrated below:

(15)

The attention process associates a query (S) with a
collection of key and value pairs. The assessment of the
attention mechanism is divided into three steps. To begin
with, a similarity function n(S, L;) is developed to assess how
similar S is to each L. As illustrated in equation (12), there
are various similarity functions, such as dot, general, and
concat, that yield a corresponding attention score c:

M, = [M, @ M,]

SPL, Dot
n(S,L;) = { SPVL; General (16)
VI[S; Li] Concat

Following that, apply a softmax function to derive the
weighted vector, B. Finally, the combination of f and E
produces the context vector r:

Bi = softmax(n;) 17)
r=Xds: BiWi (18)
The sizes of the queries (S) and keys (L) are represented
by xi, while the size of the values (E) is indicated by x.. The
scaled dot-product attention technique determines attention
scores through the following formula:
Atten(S, L, E) = Softmax (£)E (19)
) b \/;1
Multi-head (MH) attention consists of several attention
layers that function together, enabling the framework to
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focus on details from different appearance subspaces at
various locations at the same time. In the attention
mechanism, the queries, keys, and value vectors are
processed through distinct linear projections before they are
evaluated for importance through the scaled dot product
attention method. The operations performed in the attention
mechanism are called "heads" after every "q" operation, and
the vectors are combined to form a single vector.

hea; = Atten(SVS, LV, EVE) (20)

MH(S,L,E) = Conca(heal, ., heaq)V 21

4. RESULT AND DISCUSSION

The experimental findings of the RIGRU approach are
examined in this section. The performance is examined using
several assessment metrics. The effectiveness of the RIGRU
framework is compared to that of PCC-CNN, DIDS, and
GNN in relation to recall, precision, accuracy, and F1 score.

4.1 Performance Metrics

The suggested method is evaluated using performance
measures, including specificity, precision, mean squared
error (MSE), recall, and accuracy.

TrP+TrN

Acc”racyz FalN+TrP+FalP+TrN (22)
FI score = 2 x ~28¢ (23)
PR+RC
Precision= ——— (24)
TrP+FalN
Recall = —— (25)
TrP+FalN
Mean Squared Error (MSE) = " {wzl(qinput -

qoutput)2 (26)

4.2 Comparison Analysis

This part contains the simulation to assess the efficiency
of the suggested RIGRU model. The methods PCC-CNN,
DIDS, and GNN are evaluated against the suggested
technique.

mPCNN-CNN[15] mDIDS[18] m GNNJ[20] mRIGRU(Proposed)
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Figure 2. Performance Comparison

Figure 2 demonstrates the effectiveness of recall,
accuracy, precision, and flscore between the new and current
methods. Each classification method is assessed based on its
flscore (F1S), recall (RC), precision (PR), accuracy (AC),
and recall (RC) using the TrP, TrN, FalP, and FalN metrics.
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The flscore, recall, precision, and accuracy for the
introduced RIGRU approach are 99. 95%, 93%, 90%, and
92%, respectively, surpassing the performance of existing
methods.

100
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[
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Figure 3. Accuracy Performance

Figure 3 compares the accuracy of four different
methods: PCC-CNN [15], DIDS [18] and GNN [20] and a
RIGRU approach. The RIGRU approach illustrate a strong
performance with an accuracy of 99.95%. The proposed
approaches achieve 99.95% accuracy, over PCC-CNN [15],
DIDS [18] and GNN [20] which achieve 99.08%, 99%, and
99.2% respectively.
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Figure 4. Error Comparison

Figure 4 illustrates a comparison of the error rates
between the new RIGRU method and the current methods.
The error rate for the proposed method stands at 0. 004%,
which is lower than the errors for the existing PCC-CNN
[15], DIDS [18], and GNN [20] methods, which have error
rates of 0. 013%, 0. 008%, and 0. 006% respectively.

BPCC-CNN [15] ®DIDS[18] =GNN[20] *RIGRU(Proposed)
25
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S

Figure 5. False alarm rate Comparison
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Figure 5 illustrates the false alarm rates of different
methods in IoT systems that use between 100 and 500 sensor
nodes. The RIGRU method shows a reduced false alarm rate
when compared to the current PCC-CNN [15], DIDS [18],
and GNN [20]. This suggests that RIGRU is better at
minimizing false alarms in varying sizes of IoT
implementations.

5. CONCLUSION

In this paper, a RIGRU technique is proposed for
classifying intrusion accurately in IoT. Initially, the data is
collected from IoT sensors that are installed on network
devices. This data goes through a process of cleaning and
standardization. To perform classification tasks, Dingo
Optimization is used to select relevant features iteratively.
These selected features are then utilized as input for a Multi-
Head Attention BiGRU Network, which performs real-time
intrusion classification into different categories such as
DDoS, MiTM, and normal attacks. Various assessments,
including recall, precision, sensitivity, accuracy, and
specificity, were utilized to evaluate the suggested RIGRU
model. The proposed RIGRU techniques achieve 99.95%
accuracy than PCC-CNN, DIDS and GNN which obtains
99.08%, 99%, and 99.2%. In comparison to PCC-CNN,
DIDS, and GNN, the RIGRU model improves overall
accuracy by 0.87%, 0.95%, and 0.75%, respectively. The
future goal is to create an IDS for protecting IoT networks
against routing attacks and improving security.
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